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Presenter
Presentation Notes
Protecting the privacy of census respondents while publishing quality data are dual mandates for the U.S. Census Bureau. In August 2018, the Bureau announced a major change in their approach to privacy protection. According to the Bureau, increases in computing power and access to large individual-level databases mean that their traditional disclosure avoidance techniques, swapping, no longer provide strong enough protection. In response, the Bureau is adopting a framework termed “differential privacy” for its 2020 Census disclosure avoidance system, which will entail injecting random noise into nearly all published data in order to guarantee a minimal risk of privacy loss. But, privacy protection comes at a cost – published data will be potentially less accurate. 
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Database reconstruction and reidentification issue – reidentified 17% of 2010 decennial respondents by reconstructing microdata from published tables. 

Census argued that prior disclosure avoidance techniques, which included whole table suppression in 1970 and 1980, data swapping and “blank and impute” in 1990, and data swapping in 2000 and 2010, did not provide enough privacy protection for individual respondents.  
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Two weeks later, we see a second post describing the Bureau’s previous disclosure avoidance techniques and the lack of transparency surrounding those techniques. Differential privacy will be more transparent because Census can publish details about noise Injection parameters. 
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Official announcement that DP would be used for 2020 – by Ron Jarmin, deputy director of the Census
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Census Bureau announces that differential privacy for the American Community Survey will not be implemented until 2025. 



Outline
• What is differential privacy?
• Applying differential privacy to data
• Policy decisions
• Analyzing impact of differential privacy on 

2010 decennial data
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WHAT IS DIFFERENTIAL PRIVACY?

7

Presenter
Presentation Notes
Roots in cryptography



Differential privacy is…
• A formal (mathematical) definition of privacy
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M – algorithm to generate output from input database D or Dprime

D and Dprime are databases that differ by one record 

Outputs (statistics) from D and Dprime are similar by the e to the epsilon factor



Differential privacy is…
• A guarantee “on the incremental disclosure 

risks of participating in D over whatever 
disclosure risks the data subjects face even if 
they do not participate in D.” (Reiter 2019)
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Data subjects can be assured that the choice to participate or not does not affect their privacy.



Differential privacy is not…
• An algorithm for disclosure control
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Many algorithms can achieve epsilon-differential privacy. There isn’t a single algorithm to implement it.

Census expects to use the High Dimensional Matrix Mechanism (McKenna et al.) for Decennial 2020
http://www.vldb.org/pvldb/vol11/p1206-mckenna.pdf



Differential privacy is not…
• An algorithm for disclosure control
• An absolute guarantee against disclosure risk
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Instead it provides a relative guarantee against disclosure?!?!?!



APPLYING DIFFERENTIAL PRIVACY
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Here, we use a toy example to explain the basic implementation of differential privacy. One thing that you need to know at the outset is that differential privacy is a mathematical definition for guaranteeing privacy. It is it not an algorithm that is applied to data. Computer scientists have designed many algorithms and methods that implement diff. privacy. 

The “algorithm” I describe in this toy example is probably the most naïve algorithm that implements diff. privacy!
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Male | Never
Male | Never
Male | Never
Male | Attending
Male | Attending

⫶
Male | Attending
Male | Past

⫶
Male | Past

Female | Never
⫶

Female | Never
Female | Attending

⫶
Female | Attending
Female | Past

⫶
Female | Past

x12

x33

x4

x17

x31

“True” microdata
Sex SexSchool School

Presenter
Presentation Notes
We start with a microdata set that contains 2 variables – sex and school attendance.



Construct cross-tabs from “true” data

School Attendance
Never Attending Past

Male 3 12 33

Female 4 17 31
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Population = 100

Presenter
Presentation Notes
Single geographic unit 



Draw noise from Laplace distribution
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+0
+1-1

-2 +2

+8

spread is determined by 𝝴𝝴

Draw one point for 
each cell in cross-tab

Presenter
Presentation Notes
Epsilon is specified by the analyst and is independent of the values of the cross tabulation.  What is the interpretation of epsilon? Relative measure of privacy…the smaller the value of epsilon, the more privacy afforded to respondents. The higher the value of epsilon, the less privacy afforded to respondents. 

Relationship of privacy to accuracy… the more private the data, the less accurate it is….the less private the data, the more accurate it is. 

Magnitude of noise is INDEPENDENT of measured count. 



Add noise to cross-tab

School Attendance
Never Attending Past

Male 3 – 1 = 2 12 + 0 = 12 33 + 1 = 34

Female 4 + 8 = 12 17 + 2 = 19 31 – 2 = 29
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Sum = 108



Construct synthetic microdata
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Male | Never
Male | Never
Male | Attending
Male | Attending

⫶
Male | Attending
Male | Past

⫶
Male | Past

Female | Never
⫶

Female | Never
Female | Attending

⫶
Female | Attending
Female | Past

⫶
Female | Past

x12

x34

x12

x19

x29



DIFFERENTIAL PRIVACY AND CENSUS

18

Presenter
Presentation Notes
Policy decisions and technical implementation

Policy decisions inform tech implementation 
Tech implementation require particular inputs, which derive from the policy decisions 



POLICY DECISIONS
Differential privacy and census
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Key takeaway – policy decisions are made by people! For the 2020 Census (and, potentially, the ACS), the Data Stewardship Executive Policy committee will make the policy decisions related to differential privacy. 



Policy decisions
• Global privacy loss budget (𝝴𝝴) 
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Controls the amount of noise injected into the data. The higher this values is, the less noise is injected into data. The lower this value it, the more noise is injected into the data. 



2010 demonstration data
• Person tables

– 𝝴𝝴 = 4.0

• Housing tables
– 𝝴𝝴 = 2.0

• Global privacy loss budget 
– 𝝴𝝴 = 6.0
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Policy decisions
• Global privacy loss budget (𝝴𝝴)
• Geographic levels

22



Policy decisions
• Global privacy loss budget (𝝴𝝴)
• Geographic levels

– Fraction of privacy budget allocated to each level
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Tract Groups

Presenter
Presentation Notes
For the 2010 demonstration data, census explicitly allocated privacy loss budget to the geographic units in the red boxes. 



Geog_level Fractiongeog

Nation 0.2
State 0.2
County 0.12
Tract Group 0.12
Tract 0.12
Block Group 0.12
Block 0.12
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Policy decisions
• Global privacy loss budget (𝝴𝝴)
• Geographic levels

– Fraction of privacy budget allocated to each level

• Tables
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Policy decisions
• Global privacy loss budget (𝝴𝝴)
• Geographic levels

– Fraction of privacy budget allocated to each level

• Tables
– Fraction of privacy budget allocated to each table
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• 2010 demonstration tables (examples)
– Detailed person

• Age x Sex x Hispanic x Race x HHGQ x Citizen

– Voting age x Hispanic x Race x Citizen 
– Age x Sex
– Detailed housing
– Hispanic x Race x Size of HH x HH type

28Geographic Levels/Tables Privacy Loss Budget Noise Injection



Person Tables Fractiontable

Detailed 0.1
Household/Group Quarters Type 0.2
Voting age * Hispanic * Race * Citizen 0.5
Age * Sex 0.05
Age (4-year groups) * Sex 0.05
Age (16-year groups) * Sex 0.05
Age (64-year groups) * Sex 0.05
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Housing Tables Fractiontable

Detailed 0.2
Hispanic * Race * Size * HH_Type 0.25
HH_Sex * Hispanic * Race * HH_Type 0.25
Hisp * Race * Multi-generational 0.1
HH_Sex * HH_Type * Elderly 0.1
HH_Sex * HH_Age * HH_Type 0.1
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Policy decisions
• Global privacy loss budget (𝝴𝝴)
• Geographic levels

– Fraction of privacy budget allocated to each level

• Tables
– Fraction of privacy budget allocated to each table

• Invariants and constraints
31
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Describe invariants here, but we won’t be discussing it in the rest of the talk.  Invariants are counts that receive no noise Injection. As of today, Census has not decided on final set of invariants for the 2020 census. 



Policy decisions
• Invariants (2010 demonstration data)

– State-level total population
– Census block-level total housing units
– Census block-level group quarters count
– Census block-level group quarters type count
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These are the 2010 demonstration product invariants



Policy decisions
• Invariants (2010 decennial data)

– Census block-level total population
– Census block-level voting age population
– Census block-level total housing units
– Census block-level occupancy status
– Census block-level group quarters count
– Census block-level group quarters type count
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These are the 2010 SF1 invariants



NOISE INJECTION
Technical Implementation
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Best Case Scenario
Nation & State 
Voting age * Hisp * Race * Citizen

Presenter
Presentation Notes
Nation and state fraction is 0.2

VHRC is 0.5

Epsilon is 4.0

This is the distribution from which noise will be drawn.  50% of all random draws will range from 3 to -3; 90% of all random draws will range from 12 to -12; and 98% of all random draws will range from 20 to -20. 
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Middle Case Scenario
County/Tract Group/Tract/BG/Block
Detailed person or detailed housing

Presenter
Presentation Notes

This is the distribution from which noise will be drawn.  50% of all random draws will range from 29 to -29; 90% of all random draws will range from 96 to -96; and 98% of all random draws will range from 163 to -163. 
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Worst Case Scenario
County/Tract Group/Tract/BG/Block
Age * Sex tables

Presenter
Presentation Notes
This set of geog units fraction is 0.12
Age * Sex tables’ fractions are 0.05 
Epsilon is 4.0

This is the distribution from which noise will be drawn.



FULL IMPLEMENTATION
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1. Generate microdata without geographic 
identifiers 

2. Assign geographic identifiers to each 
microdata record
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Step 1
1. Create national tables from “true” data
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Consider adding in intermediate slides, adding a new bullet point for each slide



Step 1
1. Create national tables from “true” data
2. For each cell in tables, infuse noise drawn from 

Laplace/geometric distribution
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Consider adding in intermediate slides, adding a new bullet point for each slide



Step 1
1. Create national tables from “true” data
2. For each cell in tables, infuse noise drawn from 

Laplace/geometric distribution
3. Generate microdata with no geographic identifiers 

from (2) via database reconstruction
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Step 2
1. Create state tables from “true” data
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Step 2
1. Create state tables from “true” data
2. For each cell in tables, infuse noise drawn from Laplace 

/geometric distribution
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Step 2
1. Create state tables from “true” data
2. For each cell in tables, infuse noise drawn from Laplace 

/geometric distribution
3. Use linear optimization to fit Step 1 microdata to “noisy” 

state cells
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Presentation Notes
The Census Bureau uses Gurobi, a commercial software product, for the linear optimization.



Step 2
1. Create state tables from “true” data
2. For each cell in tables, infuse noise drawn from Laplace 

/geometric distribution
3. Use linear optimization to fit Step 1 microdata to “noisy” 

state cells
4. Assign state identifier to each Step 1 microdata record

46
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The Census Bureau uses Gurobi, a commercial software product, for the linear optimization.



Step 2
1. Create state tables from “true” data
2. For each cell in tables, infuse noise drawn from Laplace 

/geometric distribution
3. Use linear optimization to fit Step 1 microdata to “noisy” 

state cells
4. Assign state identifier to each Step 1 microdata record
5. Repeat (1) – (4) for remaining geographic levels (counties 

down to census blocks)

47



Output
• Microdata records with state, county, tract group, census 

tract, census block group, and census block identifiers
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ANALYZING DIFFERENTIALLY 
PRIVATE 2010 CENSUS DATA
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52Source: https://www.caliper.com/census-differential-privacy-maps/

https://www.caliper.com/census-differential-privacy-maps/
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Conclusions
• Diff. privacy less complicated than expected
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Conclusions
• Diff. privacy less complicated than expected
• Fundamental importance of policy decisions 
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Policy decisions – black box…how do we make our voices and the voices of other users heard?




Conclusions
• Diff. privacy less complicated than expected
• Fundamental importance of policy decisions 
• Largest impact on accuracy of small areas and 

small sub-populations

57
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Small areas and small sub-population. Diff privacy  infuses noise into these small areas/sub populations in order to protect the confidentiality of respondents, but at the expense of important data….in many cases the decennial census is the ONLY reliable source of data for these groups. Is that worth the trade off?



References

58

2020 Census DAS Development Team. (2019) 2019. Disclosure Avoidance System for the 2020 Census, End-to-End Release: 
Uscensusbureau/Census2020-Das-E2e. Python. US Census Bureau. https://github.com/uscensusbureau/census2020-das-e2e.

Abowd, John. 2018. “Disclosure Avoidance for Block Level Data and Protection of Confidentiality in Public Tabulations.” US Census Bureau. 
https://www2.census.gov/cac/sac/meetings/2018-12/abowd-disclosure-avoidance.pdf?#.

Abowd, John, Daniel Kifer, Brett Moran, Robert Ashmead, Philip Leclerc, William Sexton, Simson Garfinkel, and Ashwin Machanavajjhala. 
2019. “Census TopDown: Differentially Private Data, Incremental Schemas, and Consistency with Public Knowledge.” US Census Bureau. 
https://github.com/uscensusbureau/census2020-das-
e2e/blob/master/doc/20190711_0945_Consistency_for_Large_Scale_Differentially_Private_Histograms.pdf.

Ashmead, Robert, Daniel Kifer, Philip Leclerc, Ashwin Machanavajjhala, and William Sexton. 2019. “Effective Privacy after Adjusting for 
Invariants with Applications to the 2020 Census.” US Census Bureau. https://github.com/uscensusbureau/census2020-das-
e2e/blob/master/doc/20190711_0941_Effective_Privacy_after_Adjusting_for_Constraints__With_applications_to_the_2020_Census.pdf.

Bambauer, Jane, Krishnamurty Muralidhar, and Rathindra Sarathy. n.d. “Fool’s Gold: An Illustrated Critique of Differential Privacy.” 
Vanderbilt Journal of Entertainment & Technology Law 16: 55.

boyd, danah. 2019. “Differential Privacy in the 2020 Decennial Census and the Implications for Available Data Products.” ArXiv:1907.03639 
[Cs], July. http://arxiv.org/abs/1907.03639.

https://github.com/uscensusbureau/census2020-das-e2e
https://www2.census.gov/cac/sac/meetings/2018-12/abowd-disclosure-avoidance.pdf?
https://github.com/uscensusbureau/census2020-das-e2e/blob/master/doc/20190711_0945_Consistency_for_Large_Scale_Differentially_Private_Histograms.pdf
https://github.com/uscensusbureau/census2020-das-e2e/blob/master/doc/20190711_0941_Effective_Privacy_after_Adjusting_for_Constraints__With_applications_to_the_2020_Census.pdf
http://arxiv.org/abs/1907.03639


59

Census Bureau, US. 2019. “2018 End-to-End Test Disclosure Avoidance System Design Specification, Version 1.2.8.” US Census Bureau. 
https://github.com/uscensusbureau/census2020-das-e2e/blob/master/doc/2019-04-11-2018-End-to-End-Test-Disclosure-Avoidance-
System-Design-Specification.pdf.

———. n.d. “Differentially Private 1940 Census Data.” US Census Bureau. https://www2.census.gov/census_1940/.

Garfinkel, Simson L., John M. Abowd, and Sarah Powazek. 2018. “Issues Encountered Deploying Differential Privacy.” In Proceedings of 
the 2018 Workshop on Privacy in the Electronic Society, 133–137. WPES’18. New York, NY, USA: ACM. 
https://doi.org/10.1145/3267323.3268949.

Iceland, John. 2004. “The Multigroup Entropy Index (Also Known as Theil’s H or the Information Theory Index).” US Census Bureau.
https://www2.census.gov/programs-surveys/demo/about/housing-patterns/multigroup_entropy.pdf.

Leclerc, Philip. 2019. “Guide to the Census 2018 End-to-End Test Disclosure Avoidance Algorithm and Implementation.” US Census 
Bureau. https://github.com/uscensusbureau/census2020-das-
e2e/blob/master/doc/20190711_0938_2018_E2E_Test_Algorithm_Description.pdf.

McClure, David, and Jerome P. Reiter. 2012. “Differential Privacy and Statistical Disclosure Risk Measures: An Investigation with Binary 
Synthetic Data.” Trans. Data Privacy 5 (3): 535–552.

Reiter, Jerome P. 2019. “Differential Privacy and Federal Data Releases.” Annual Review of Statistics and Its Application 6 (1): 85–101. 
https://doi.org/10.1146/annurev-statistics-030718-105142.

Ruggles, Steven, Catherine Fitch, Diana Magnuson, and Jonathan Schroeder. 2019. “Differential Privacy and Census Data: Implications 
for Social and Economic Research.” AEA Papers and Proceedings 109 (May): 403–8. https://doi.org/10.1257/pandp.20191107.

https://github.com/uscensusbureau/census2020-das-e2e/blob/master/doc/2019-04-11-2018-End-to-End-Test-Disclosure-Avoidance-System-Design-Specification.pdf
https://www2.census.gov/census_1940/
https://doi.org/10.1145/3267323.3268949
https://www2.census.gov/programs-surveys/demo/about/housing-patterns/multigroup_entropy.pdf
https://github.com/uscensusbureau/census2020-das-e2e/blob/master/doc/20190711_0938_2018_E2E_Test_Algorithm_Description.pdf
https://doi.org/10.1146/annurev-statistics-030718-105142
https://doi.org/10.1257/pandp.20191107


60

Ruggles, Steven, Sarah Flood, Ronald Goeken, Josiah Grover, Erin Meyer, Jose Pacas, and Matthew Sobek. 2018. “IPUMS USA: 
Version 8.0 Extract of 1940 Census for U.S. Census Bureau Disclosure Avoidance Research [Dataset].” IPUMS. 
https://doi.org/10.18128/D010.V8.0.EXT1940USCB.

Wood, Alexandra, Micah Altman, Aaron Bembenek, Mark Bun, Marco Gaboardi, James Honaker, Kobbi Nissim, David R. O’Brien, 
Thomas Steinke, and Salil Vadhan. 2018. “Differential Privacy: A Primer for a Non-Technical Audience.” Vanderbilt Journal of 
Entertainment & Technology Law, no. 1 (2019): 209–76.

https://doi.org/10.18128/D010.V8.0.EXT1940USCB


61



• 2010 demonstration tables (examples)
– Voting age [2] x Hispanic [2] x Race [63] x Citizen [2]

• 2 * 2 * 63 * 2 = 504 cells
– Age [116] x Sex [2] x Race [63] x Hispanic [2] x HHGQ [8] x 

Citizen [2]
• 116 * 2 * 63 * 2 * 8 * 2 = 467,712 cells

– Age [116] x Sex [2]
• 116 * 2 = 232 cells

62Geographic Levels/Tables Privacy Loss Budget Noise Injection



Geog_level
Nation

State

County

Tract Group

Tract

Block Group

Block
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Fractional assignment



Geog_level Fractiongeog
Nation 0.2

State 0.2

County 0.12

Tract Group 0.12

Tract 0.12

Block Group 0.12

Block 0.12
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Geog_level Fractiongeog
Nation 0.2

State 0.2

County 0.12

Tract Group 0.12

Tract 0.12

Block Group 0.12

Block 0.12
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Geog_level Table
Nation Detailed

State HHGQ

County Voting age * Hispanic * Race * Citizen

Tract Group Age * Sex

Tract Age (4 year groups) * Sex

Block Group Age (16 year groups) * Sex

Block Age (64 year groups) * Sex

X
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TECHNICAL IMPLEMENTATION
Differential privacy and census

67
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Now, we will dig into the technical implementation of differential privacy for census data. To do this, I will be working through an example.  Today, the example is what the Census Bureau released in their disclosure avoidance system software. It uses the 1940 complete count data from IPUMS.
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Census Edited File
Disclosure 
Avoidance 

System

Microdata Detail 
File



69

Disclosure 
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Levels/Tables

Privacy Loss 
Budget Noise Injection
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